YcraHoBka cepTU(pHKATA KJIHOYA NPOBEPKH 3JIEKTPOHHOM MOJAMUCH

U KOPHEBBIX CepPTUPUKATOB

YcTaHoBKa KOPHEBbIX cepTUPHUKATOB

KopHeBoii cepTUdHUKAT yCTaHABIMBACTCS IITATHBIMH cpeiacTBamu  Windows.
KopneBbie cepTudukatsl pa3menieHsl Ha caiite YnpasieHus OenepaibHOro Ka3HauencTBa
no Pecnybonmuke Mapuii Dn  https://mariy-el.roskazna.gov.ru/gis/udostoveryayushhij-
centr/kornevye-sertifikaty/

JIist yCTaHOBKHM KOPHEBBIX CEPTH(PUKATOB HEOOXOMWMO BBITIOJHUTH CIICTYIOUTYIO
OCJIENOBATEIILHOCTD NEHCTBUN:

1. Cxavaiite u 3amyctute Qaitn cepruduxara I'osioBHOrO YaocroBepsiomero
neHiTpa Munuudpsl Poccun. Bo Briagke «OOmue» HaXMUTE KHOIKY «YCTaHOBUTH
cepTUPUKATY.

A Ceptudukar ﬂ

Obwwe | Coctas | MyTb cepTudmKaym

g Ceeqenns o ceprwbukarte

10T ceprwduKaT NpegHasHaYaeTca gna:

* Bce NoAMTUKK Bblaaqmn
* Bce NOAMTUKM NPUMEHEHNS

Komy Bbipan: MuHWAdpEI Pocam

Kem Bbigan: MuHWdbpe! Pocom

Aeiicteurenen ¢ 08.01,2022 no 08.01,2040

IXCTaHOBMTb cepTUdMKaT. .. I 3afBNEHUE NOCTABUMKS

2. Otkpoercs okHO «Mactep umnopra cepTu(ukaToB» HaxaTh KHOMNKY «/laneey». B
MOSIBUBIIEMCSI OKHE «XpaHWIMIIE cepTUPUKaTtoB» BbiOepute MyHKT «llomecTuth Bce
cepTU(UKAThI B CIEAYIOLIEE XPAHWINIIE» U HAXKMUTE KHOIKY «O030p».


https://mariy-el.roskazna.gov.ru/gis/udostoveryayushhij-centr/kornevye-sertifikaty/
https://mariy-el.roskazna.gov.ru/gis/udostoveryayushhij-centr/kornevye-sertifikaty/
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XpaHunuwa cepTUGUKATOB - 3TO CUCTEMHbIE 0BNacTy, B KOTOPLIX
XPEHATCA CepTUdMKaTEI.

Windows aBToMaTHYECKM BEIDEPET XPaHUAMILE, MW Bbl MOXETE YKa3aTb
pacronoXeHne cepTMhUKaTa BPY|HYIO.

(O) ABTOMaTU4eCKHM BLIBPATE XPEHUMMILE HA OCHOBE TMNa CepTUdMKaTa

XpaHunuuie cepTudHMKaTos:

| =

3. YKaxuTe B MOSBUBIIEMCS OKHE «BbIOOp XpaHunia cepTuUKATOB» XPaHUIIHUIIE
«/loBepeHHBIC KOPHEBBIC IIEHTPHI CEPTHHUKAIMIY U HAXMUTE KHOTIKY «OK».

BoibepuTe xpaHunuuLe cepTUOUKaTOB, KOTOPOE Bbl
XOTUTE UCNONb30BaTb.

~
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.| [loBEpUTENbHbIE OTHOWEHUS B NPeAnpY
... ] MPOMEXYTOYHBIE LIEHTPBI CEPTUDMKALY
- | OBbekT nonbsosaTtens Active Directory v

fnnd NARANEHHKIS I1RNATANIA
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[Inokasate dmsmueckue xpaHunmwa

o< || omea |

4. Haxxmute kHOmKy «Jlanmee». B mosiBUBIIEMCs OKHE «3aBeplIieHUE MacTepa
uMIoptra ceptudukatoB» Haxmute «l'otoBo». Ilpum mnosiBneHun yBegomuiieHHs 00
YCTaHOBKE COTJIACUTECH C YCTAHOBKOM cepTudukara.

Beimmonnure gevictBus mn. 1-4  gns ckaganHoro  (Qaitna ceprudmkara
Ynocroepsiromero neHTpa MenepajbHOro KasHaueiicrBa ¢ BBIOOPOM XpaHUIHUIIA
«IIpoMeKyTOYHBbIE HEHTPbI CePTUPUKALUN.



YcraHoBka JMYHOIO ceprudukara

[lepen HauamoM HCIONB30BaHUS CcepTU(UKATA KIHOYa MPOBEPKU DIEKTPOHHOU
MOJIMMCH OH JIOJDKCH OBITh YCTAHOBJICH B JTUYHOE XPAHMIIUIIE MOJIH30BATENsl Ha pabodeit
crannuu. Hacrosmumid pasaen ompeneiseT ACUCTBHS Biajenblla cepTUPHUKATA 10
yCTaHOBKE cepThu(dukara Ha pabodee MECTO TOJ YIPABICHUEM OIEPAIIHOHHOW CUCTEMBI
Microsoft Windows ¢ ycranosnenasiM CK3U Kpuntollpo CSP 4.0.

Jns ycTaHOBKHM JIMYHOTO cepThdHKaTa HEOOXOIUMO BBHITIOJHHUTE CJEAYIOINTYIO
OCJIENOBATEIILHOCTD NEHCTBUN:

1. 3anyctute Kpunrollpo. Tunuunsiii nyts 3amycka: [lyck — Hactpoiiku — Ilanens
ynpasienus — KpunrolIpo.

2. B nossuBmemcs okHe «Kpuntollpo CSP» mepeiitn Ha Bkiaaaky «CepBHC» H
HaXXaTh KHOMKY «Y CTAaHOBUTH JIMYHBIN CEPTUDUKATY.

b Kpuntolpo CSP H
AnropuTMbl besonacHocTb Winlogon HacTpoitku TLS
Obwume ObopyaosaHue Cepsuc LononHuTensHO

KOHTEIHEp 3aKpbITOro Ko4a
3TW MACTEPa NO3BONSIOT NPOTECTMPOBATL, CKONMMPOBATL MK
YAANUTb KOHTEMHED 3aKPLITOrO KNKYa C HOCUTENS.

CKONMpOBaThb... Ypanutb...

CepTudMKaTEI B KOHTEIHEPE 3aKPbITOro KNYa

3TOT MaCTEP NO3BONAET NPOCMOTPETL CEPTUMKATLI, HaX0AALWMECS
B KOHTEMNHEPE 3aKPbITOro KMo4a, U YCTaHOBUTb X B XPaHUnMLLE
CcepTUhMKETOB.

MpocMoTpeTh CepTUDMKATEI B KOHTEMHEDE. ..

NnuHb cepTudukaT

3TOT MacTep No3BONSeT CBA3aTb CepTUOMKAET u3 daitna c
KOHTEIMHEPOM 3aKPbITOr0 KNo4a, YCTEHOBMB 3TOT CEpTUOMKAT B
XpaHunMwe.

[ YCTaHOBUTL NM4HbBI CEPTUMKAT. .. I

Maponu 3aKpbITbIX KKYei

371 MacTepa No3sonAT UsMeHUTb Naporm (MMH-Koab!) 3aKpbITEIX
KOYEN MW YAENWUTE 3aMOMHEHHbIE PaHEE Naponu.

W3MEHUTb Naponb. .. YAanuTb 3aMNoMHEHHLIE ApPonM. ..

OK OTtMeHa MpumernTb

3. B otkpeiBmiemcs okne «Pacmonoxkenue (aitna ceptudukatay HEOOXOIUMO
yKazaTh (aill COXpaHEHHOTO JIMYHOTO cepTudukara. J{s 3TOro Hy>KHO BOCIOJIB30BATHCS

kHomnkoi «O030p». Ilocie BbIOOpa ycTaHABIMBAEMOro cepTU(UKATA HAKMHUTE KHOIKY
«Jlanee».



Pacnonoxetime ®aiina cepmemkara
Bseaute unu ykaxuTe pacnonoxeHne $aitna ycTaHaBNMBAEMOr0 CEPTUPHKAETE I-:E

Wma daiina cepmeukaTa:
\D:\CKAHMPOBAHVIE\‘PaMMnM Wms OryecTso.cer

PopmMaT Paina MOXET OAHIM U3 CNEAYIOWMX:
Paitn cepmomkara - X.509 (CER..CRT)
CooBwenue ctanpapta PKCS #7 ((P7B,.P7M..DER)
XpaHunuuie cepuansosaHtbx cepugmkartos (SST)

3ameyaHve:
HexoTopbie popmaThl $aitnos MoryT CoAepXaTe B 0AHOM daiine
Gonee oAHOro CepTUPUKATA.

4. Ha cnemyromieM miare yCTaHOBKH MPOCMOTPHUTE YCTAaHABIMBAEMBIN CepTUDUKAT U
Haxmute «Jlanee». B mosBuBmeMcs okHe «KOHTEHHEp 3aKpBITOTO KIHOYa» HAKMHUTE
KHOTIKY «O030p».

Kottesitiep sakpbiToro kmoua
Beeate vnu yKaxuTe KOHTEAHEP 33KPLITOr0 KNKYa, KOTOpbIi COOTBETCTBYET g
BbIBPaHHOMY CEPTUPMKETY

Wma knioyesoro KoHTEAHEpPa:

BeeneHHoE MR 33A3ET KNIOYEBOI KOHTENHED:
(® Monbzosatens
Komneiotepa

BeiBepute CSP ans noucka KnioyeBbx KOHTEAHEPOB:
’Ctypto-Pro GOST R 34.10-2001 Cryptographic Service Provider v I

Boree> | [ Ommn |

5. Otkpoetcsi okHO «BbIOOp KIIFOUEBOTO KOHTEHHEpPa». YKaX)UTE UMS KIFOUYEBOTO
KOHTEIHEpa ¥ Ha)xMuTe KHONKY «OK».

6. [Tocne aToro HaxmMuTe KHONIKY «Jlameey.

7. Ha cnenyromem miare B OKHE «XpaHWIUIE CEPTU(HUKATOBY HAKMHUTE KHOMKY
«O0630p».



Xpanmmae cepTMPuKaTos
YkaxuTe XpaHunuiLe CepTUPWUKATOB ANA YCTEHOBKW BbiGPaHHOr0 paHee g
cepTMPUKaTa.

YKa3aHHbIit paHee nar NCronb30BaHUA KMIOYEBEIX KOHTENHEPOB NoNb30BaTENS WAk
KOMMBIOTEPS ONpeaenaeT BolBop HeoGX0 AMMBIX XPEHWNMLL CEPTUPUKETOB

WMa XpaHunuia cepTMonKaTos:

Menoneayres ¥paHUaiLE CepTUPUKETOE!
@ Monbsosatens
Komnsiotepa

[=] YeTaHosuTs cepmiumiaT (UENouKyY CEpTUPHKAETOB) B KOHTEMHED

8. B oTkpbiBIIEMCS CHHUCKE XpaHWIMIL cepTU(UKATOB BbIOepuTe «JIMuHBIE» WU
HaXMHUTE KHOTIKY «OK».

BoibepuTte xpaHunuule cepTUhUKaTOB, KOTOPOE Bbl
XOTWUTE MCNONb30BaThL.

~

(| TIPOMEXYTOHHBIE LIEHTPbI CEpTUPMKALYA
|| OBvexkT nonbsosaTens Active Directory

il Tl NARANAHHKIE 2NATENIA

[[Inokasate dmsmueckue xpaHunmwa

oK Ormera |

9. [Tocne BrIOOpaA XpaHUIUIIA CEPTUPHUKATOB HAXKMUTE KHOTIKY «[lanee».



Xpanunuiie cepTMeuMKaTos
YKaxuTe XpaHunviue cepTMeuKaTos ANA YCTaHOBKM BbIBpaHHoOro paHee g
CepTMPMKAETE.

YKa3aHHbIit paHee @nar MCroNb30BaHUA KMIOYEBbIX KOHTERHEPOB NoNb30BaTENS MK
KOMMBIOTEPS ONpeaenaeT BolBop HEoBX0 AMMBIX XPEHWUNMLL CEPTUPUKETOE

WMA xpaHunuia cepTMpuKaTos:
MnuHoe

WNenonsayres ¥paHuniLE CepTUPUKETOE!
® [onssosatens
Komneiotepa

[m] YeTaHoBuTs cepmdmkaT (LENOYKY CEpTUPUKETOR) B KOHTEIHED

9. B mosiBUBILIEMCSl OKHE 3aBEpPILLIEHUS] YCTAHOBKM JINYHOTO CEPTU(PUKATA HAKMUTE
KHOMNKY «I'0TOBOY.

Ha sToM mporiecc ycTaHOBKH JIMYHOTO cepTU(PUKATa B XPAHUIIUINE 3aKaHUNBACTCS.



